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Tim J. Leech, FCPA CIA CRMA CCSA CFE is Managing Director at Risk Oversight Solutions Inc. based in Oakville, Ontario,

Canada and Sarasota, Florida. He has over 30 years of experience in the risk governance, internal audit, IT, and forensic
accounting/litigation support fields. His experience base includes setting up a new busi ness uni bopers& ff i I
Lybrand, AContr ol & Ri sk Management Serviceso i n CARD®degisiofspau ndi n
gl obal ri sk and assurance consulting and software firm, to Pai
Methodology Officer from 2004 -2007; and 30+ years of global experience helping clients around the world with internal audit
transformation initiatives and the design, implementation, and maintenance of integrated and more powerful ERM/IA methodology

and technology frameworks.

He developed and successfully released CARD®map, t h e w o intéght@ds risk and asstirance software, in 1997. The
web-enabl ed fcl o@ARDEMaewasr released in 2000. Tim was the first in 2009 to develop and deliver training on 1A

IPPF Standard 2120 to equip internal auditors to assess and report on the effectiveness of risk management processes. He is the

aut hor of the Conference Board Director Notes December 2012 pu
Toleranced co-aut hor of the highly acclaimed January 201d, i&&nd kmOyer s
recently, fAParadigm Paralysis in ERM and Internal Aubréakigy i n t h
article, ARei nv epublishadginthenApriéd 2016 as$ue & ntdrnat Aiditor magazine has attracted global recognition

and was awarded a 2016 Outstanding Contribution Award from IIA global.

In 2013 he launched a second generation of disruptive innovation with a breakthrough approach to risk and assurance

managementi i Fi ve Li nes of &CsSsile DravenfObjectivBmermrtdr i ¢ ERM an drhegoatieespoadl Aud
to the rapid escalation in board risk oversight expectations a
assurance spending.

Leechwas the recipient of Il A Canadads first Outstanding Contrib
conference in Quebec City in 2009, and is currently working with IIA Global in Florida to roll-out trainingoni Fi ve Li nes of
Assurance/Board & C-Suite Driven/Objective Centric ERM and internal audit to CAEs, IIA National Institutes, and in-house IIA

training clients around the world.
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Escalating Expectations: Regulators
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CSA Expectations: Canadian Public Companies

Material risks are required to be disclosed in regulatory filings such as an AIF or a prospectus. The
way in which an issuer manages those risks may vary between industries and even between issuers
within an industry according to their particular circumstances. It is important for investors to
understand how issuers manage those risks.

Disclosure regarding oversight and management of risks should indicate:
A the boardds responsibility for oversight and ms

A any board and management-level committee to which responsibility for oversight and
management of risks has been delegated.

The disclosure should provide insight into:
A the devel opment and periodic review of the isst
A the integration of risk oversight and managemer

A the identification of significant elements of risk management, including policies and procedures to
manage risk, and

A the boardés assessment of the effectiveness of
applicable.

Source: CSA STAFF NOTICE 58-306 2010 CORPORATE GOVERNANCE DISCLOSURE COMPLIANCE REVIEW
December 2, 2010, page24 http://bit.ly/ezvi30

A better response to risk.


http://bit.ly/ezvf3O
http://bit.ly/ezvf3O

Escalating Expectations: Regulators

FI nanc

i

I

B—

4.1

risk

[
a)
b)
c)
d)

€)

© Risk Oversight Solutions In

al Stability Board (

The board of directors should:

approve the financial mstitution’s RAF, developed in collaboration with the CEO,
CRO and CFO, and ensure it remains consistent with the mstitution’s short- and
long-term strategy, business and capital plans, risk capacity as well as
compensation programs;

hold the CEO and other senior management accountable for the imtegrity of the
RAF, including the timely identification, management and escalation of breaches
in risk limits and of material risk exposures:

ensure that annual business plans are in line with the approved risk appetite and
incentives/disimcentives are included in the compensation programmes to facilitate
adherence to risk appetite:

include an assessment of risk appetite in their strategic discussions including
decisions regarding mergers, acquisitions, and growth in business lines or
products;

regularly review and monitor the actual risk profile and risk limits against the
agreed levels (e.g. by busiess line, legal entity, product, risk category), including
qualitative measures of conduct risk;

discuss and monitor to ensure appropriate action is taken regarding “breaches” in
risk limits;

question senior management regarding activities outside the board-approved risk
appetite statement, if any:

obtain an independent assessment (through internal assessors. third parties or
both) of the design and effectiveness of the RAF and its alignment with
Supervisory expectations;

oversight
solutions
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Financi al Stability Board (.

4.6 Internal audit (or other independent assessor) should™:

a)  roufinely include assessments of the FAF on an mstitubon-wide basis as well as
on an individual business line and legal entity basis;

b)  identify whether breaches in risk limits are being appropriately identified
escalated and reported, and report on the implementation of the EAF to the board
and senior management as appropriate;

c) independently assess periodically the design and effectiveness of the RAF and its
alignment with supervisory expectations;

d)  assess the effectiveness of the implementation of the RAF, including linkage to
organisational culture, as well as strategic and business planning. compensation,
and decision-making processes;

e)  assess the design and effectiveness of nsk measurement techmques and MIS used
to monitor the institution’s risk profile in relation to its nisk appetite;

f)  report any material deficiencies in the RAF and on alignment (or otherwise) of
risk appetite and nisk profile with nsk culture to the board and semor management
mn a tumely manner; and

g)  evaluate the need to supplement its own independent assessment with expertise
from third parties to provide a comprehensive independent view of the
effectiveness of the RAF.
s irisk
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Board responsibilities per FRC UK Sept 2014 Code

Boards are responsible for:

A determining the extent to which the company is willing to take
on risk (its Ari sk appetiteo),;
A ensuring that an appropriate i r i s k ltasiHeén instiked
throughout the organization;

Aidentifying and evaluating the
business model and the achievement of its strategic
objectives, including risks that could threaten its solvency or
liquidity;

A agreeing how these risks should be controlled, managed, or
mitigated,;

L' oversight

el solutions 9

A better response to risk.



Escalating Expectations: Regulators

© Risk Oversight Solutions In
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Corporate Risk Profile
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Escalating Expectations: Regulators
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Integrated Risk Management

Risk management cannot be practiced effectively in silos. As a

result, integrated risk management promotes a continuous, proactive
and systematic process to understand, manage and communicate risk
from an organization-wide perspective in a cohesive and consistent
manner. It is about supporting strategic decision-making that
contributes to the achievement of an organization's overall objectives. It
requires an ongoing assessment of risks at every level and in every
sector of the organization, aggregating these results at the corporate
level, communicating them and ensuring adequate monitoring and
review. Integrated risk management involves the use of these
aggregated results to inform decision-making and business practices
within the organization.

Source: TBS Guide to Integrated Risk Management May 2016
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Escalating Expectations: Regulators
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Deputy Heads

Deputy Heads are responsible for managing their organization's risks by leading the
Implementation of effective risk management practices, both formal and informal. This
Includes establishing the organization's overall risk management approach and ensuring
that supporting processes are in place. In doing so, Deputy Heads are encouraged to
apply the principles outlined in section 2.3. A key role of the Deputy Head is to ensure
that risk management principles and practices are understood and integrated into the
various activities of his/her organization. Deputy Heads are also responsible for
monitoring risk management practices in their organizations, as well as considering risks
that arise when partnering with organizations within and external to the federal public
service. This includes ensuring that issues affecting the organization's risk management
approach, whether identified through assessments or internal and external monitoring,
are examined, reviewed and addressed effectively. In addition, Deputy Heads play an
Important role in creating a learning environment that promotes continuous improvement
in risk management competencies and capacity within their organization. Through their
leadership, Deputy Heads foster a risk-informed organizational culture that supports risk-
informed decision-making, enables dialogue on risk tolerance, focuses on results and
enables the consideration of both opportunity and innovation.

Source: TBS Guide to Integrated Risk Management May 2016
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Escalating Expectations: Regulators
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Generally, there are numerous tools and techniques for analyzing
(e.g. workshops, surveys) and prioritizing (e.g. risk maps) risks.
Organizations are encouraged to design a process that is
appropriate for their own operating environment. In defining risk
assessment activities within the risk management process,
organizations may wish to provide direction regarding:

A who should be involved in the assessment of risks:

how much rigour is required for a particular risk assessment
exercise;

A
A what type of information needs to the collected and what level of
detall is required; and

A

how assessed risks should be documented for response
purposes.

Source TBS Guide to Integrated Risk Management May 2016
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Escalating Expectations: Credit Agencies
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{ 3 t We beliave that successful risk culture
begins with fostering open dialogue where every
employee Iin the organization has some level of
ownership of the organization's risks, can readily
identify the broader impacts of local decisions, and
IS rewarded for identifying outsize risks to senior
levels. In such cultures, strategic decision-making
routinely includes a review of relevant risks and
alternative strategies rather than a simple return-
on-investmentanalysis. 0 ( page 4)
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gﬂ IC G N International Corporate Governance Network

Home ' AboutiCGN Membership Events Committees FEducation BestPractice Awards Publicati
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Corporate Risk Oversight Committee

ou are here: Committees » Corporate - . o : . 3 o gt ’ .
Risk Oversight Committee (CRO?O} The committee seeks to influence policies relating to corporate risk oversight. This includes:(1) guidelines on what constitutes best practice Hszmmame [ |
in corporate risk oversight; and (2) the responsibilities of shareholders and companies with respect to corporate risk oversight and how this —— ] |
is communicated.

» Comment Letters (CROGO) Committee Members (2014 - 2015) Remember me []

Forgotten your password?
Forgotten your username?
Creste an account

* Corporate Risk Oversight Committee
* Best practice guidance

* Terms of Reference

Carola van Lamoen, Co-chair, Robeco, Netherlands

Useful References

* ‘Setting & Higher Bar - Deloitte's eighth
biennial survey on risk management
practices.

‘Corporate Risk & Governance: an End

to Mismanagement, Tunnel Vision and
Nusrkan/ hu Alan \Warinn Resd mars

Brian Bamier, Co-chair. ValueBridge Advisors, USA
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Escalating Expectations: Director Associations
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MNational Association of Corporate Directors

The Center for Board Leadership
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by John E. Caldwell, CPA, CA
Dliver Wyman
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2016 NORTH AMERICAN ™
PULSE OF INTERNAL AUDIT

Time to Move Out of the Comfort Zone \

Internal Auditors

" risk
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JiA The Instityte of | .. !
Internal A 21207 Risk Management
PracticeAdvi ff The | nternal audit alcti v

Assessing th

effectiveness and contribute to the
| mprovement of the ris

-—-——

~

ma

Isk Management
The internal audit activity must evaluate the effectiveness and contribute to the improvement of

risk management processes.

Interpretation:
Determining whether risk management processes are effective is a judgment resulfing from the
internal auditor's assessment that:

« Oyganizational objectives support and afign with the organization’s mission;

« Significant risks are identified and assessed;

« Appropriate risk responses are selected that align risks with the organization’s risk
appetite; and

+«  Relevant risk information is captured and communicated in a timely manner across the
organization, enabling staff, management, and the board fo carry out their
responsibiiities.

The infernal audit activity may gather the information to support this assessment during mulfiple
engagements. The results of these engagements, when viewed fogether, provide an
understanding of the organization’s risk management processes and their effectiveness.

Risk management processes are monitored through ongoing management activifies, separafe
evaluafions, or both.

s irisk
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Certification in Risk Management Assurance (CRMA)

Be a Key Advisor to the Audit Committee
and Executive Management for Risk
Management

Job analysis and stakeholder surveys have indicated a key
element to unlocking internal audit's full potential can be found
in a professional’s ability to provide advice and assurance on

risk management to audit committees and executive management. In response, The 1A
developed the CRMA designation.

The standard CRMA Core Exam will be a 100-question, multiple-choice exam, with a seat
time of two hours. These exams will be instantly scored like all of the other IlA exams, and
will be administered at Pearson VUE testing centers around the world. All Certification in
Risk Management Assurance® (CRMA®) eligibility requirements will apply.

The CRMA: Your Key to Career Success

The CRMA is designed for internal auditors and risk management professionals with
responsibility for and experience in providing risk assurance, governance processes,
quality assurance, or control self-assessment (CSA). It demonstrates an individual’s ability
to evaluate the dynamic components that comprise an organization’s governance and
enterprise risk management pragram and provide advice and assurance around these

Issues.
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To Be "Agents of Change," Internal Auditors Must Embrace Change

% Richard Chambers (8 February 29, 2016  © 0 Comments

W] f lin[S]%]|+

One of my favorite quotes in motivating internal auditors of the urgency to change when warranted is drawn from the Danish philosopher Soren Kierkegaard, who
noted, "All change is preceded by crisis.” While | do not believe the profession faces a full-blown crisis in 2016, there are certainly imperatives to change as there
always are for professions that are growing and evolving.

A great resource to gauge what those imperatives are is The [IA's annual North American Pulse of Internal Audit from the Audit Executive Center, which has become
an important tool for CAEs who have come to rely on its frending data.

Data in the recently released Pulse report reflects the continuing evolution in our profession — particularly the trend toward financial and compliance audits making
up less of the audit plan (down 10 percent since 2012) and the steady growth in the percentage of CAEs reporting functionally to audit committees or boards (up 7
percent since 2013 to &3 percent).

These two trends reflect much bigger changes in the profession that manifest themselves in varied ways. As risk in the marketplace becomes more dynamic and
complex, stakeholders are turning to internal audit to apply their deep knowledge of the organization to the emerging risks it faces. As pressures on boards and audit
committee members grow, audit committee members recognize the direct reporting line helps them gain greater assurance and insight on the effectiveness of risk
management and control within the enterprise.

We must acknowledge that the same factors driving those two trends create new demands on internal audit praciitioners. The key message of this year's Pulse, "Time
to Move out of the Comfort Zone” addresses four areas where those new demands are peaking — cybersecurity, data analytics, auditing culture, and developing
interpersonal skills. While the title ofthe 2016 Pulse might seem a bit provocative, even ominous, | see this as an opportunity to clearly define where the profession
must go to grow and succeed — and avoid the "real crisis” that Kierkegaard spoke of.

As stakeholders call on internal audit to do more, the profession must be prepared to invest in the talent, training, and tools necessary to meetthose demands. The
report's conclusion includes this prescient observation, "It is time for internal audit to move beyond being capable of handling old risks and align with the strategic
objectives of the organization, stepping into the role of frusted adviser™

| have written that the history of our proud profession reflects that we do not shrink from new challenges. Indeed, we thrive on them. | encourage readers of the Pulse
to take its message to heart and develop a step-by-step plan to move out of your comfort Zzones. Here are a few suggestions to get you started.

I l arefully examine the data from each of the four focus areas covered in the Pulse report. In addition to providing valuable data gleaned from a survey o
rlSk - Carefull ine the data fi h of the four fi d in the Pul rt. In addition t idi luable data gl d fi T 486
I Ovel‘Slght CAEs, directors, and senior managers, the Pulse |lays out clearly the challenges practitioners face in the four focus areas and arms you with data to help understand

H SOlutionS and address them.
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REINVENTING
Internal audit

Tim .J. Le2ch

Recent governance-related
developments require the profession to
revisit some of its long-held paradigms.
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