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Module Coverage

Using Objective Centric Risk Assessment for 

SOX 404 and similar national requirements

• Understanding 5 primary assurance methods

• Completing macro level reliable financial 

statements assessments – key concepts

• Completing Line item/sub-objective assessments

• Reporting results to CEO/CFO/Board

• Benefits of using objective centric assurance for 

financial statements reporting
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Understanding the 5 Primary Assurance 

Methods



© Risk Oversight Solutions Inc.

4

Macro Level Risk Assessments

Macro Objective:

Ensure ABC’s financial statements are materially reliable 
in accordance with applicable GAAP and, in the U.S., 
“internal controls” are “effective” in accordance with a 
“suitable” internal control framework, usually COSO ICIF 
2013. 

We strongly recommend that a macro risk assessment 
be done first; and then decisions made on the need for 
separate more detailed assessments of supporting sub-
objectives including important note and supplemental 
disclosures.
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Macro Level Risk Assessments
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Macro Level Risk Assessments
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Macro Level Risk Assessment
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Macro Level Risk Assessment

Research done by Institute of Management 

Accountants issued in 2006 4 years post 

SOX indicated not many companies could 

demonstrate with clarity how their financial 

reporting internal controls are, or are not, 

“effective” in accordance with the COSO 

Internal Control Integrated Framework 
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Macro Level Risk Assessment
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Macro Level Risk Assessment
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Macro Level Risk Assessment
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Macro Level Risk Assessment
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Macro Level Risk Assessment
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Macro Level Risk Assessment
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Macro Level Risk Assessment
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Macro Level Assessment

Per COSO page 8 Executive Summary

“an effective system provides reasonable assurance 
regarding achievement of an entity’s objectives.”

“reasonable assurance” = acceptable uncertainty

Objective Centric Risk and Certainty Management 
and UncertaintyStatusline have been designed to 
allow a fact-based determination of what’s 
reasonable assurance/acceptable uncertainty. 
UncertaintyStatusline Risk Treatment Principles and 
sub-elements map directly to COSO 2013 ICFR 
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Macro Level Assessment
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Macro Level Assessment: Step by Step
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Macro Level Assessment: Step by Step

Internal/External Context
• Implications to the company’s credit rating

• Implications to the company’s reputation

• Implications to the company’s cost of capital

• Personal implications to senior executives and board 
members

• Audit firm resignations/refusals

• Impact on the company’s share price

• Personal philosophy of the company’s CEO, CFO and Board of 
Directors

• Likelihood External Auditor Opinion on Financial Statements is 
wrong
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Macro Level Assessment: Step by Step

Internal/External Context
• 1. Detected error history – external auditor
• 2. Detected error history – management detected after release of statements
• 3. Detected error history – management detected prior to release of 

statements
• 4. Complexity of accounting
• 5. Absolute dollar/unit of local currency value/impact of location/account
• 6. Detected error history – regulators/tax authorities/customers/others
• 7. Detected error history – internal audit
• 8. Detected/known errors in other companies in the same business sector
• 9. Amount of management judgment/subjectivity
• 10. Importance of account/location to security analysts
• 11. Importance of account/note disclosure to debt covenants
• 12. Susceptibility of account to fraud from insiders
• 13.Susceptibility of account to fraud from outsiders
• 14. Account/note linkage to the company’s reward/compensation system
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Macro Level Assessment: Step by Step

IDENTIFYING RISKS/THREATS TO ACHIEVEMENT

NOTE: refer to OCRUM learning module on 
identifying risks for information on the full range 
of risk identification methods available

1. Research/AI and observation

2. Company Specific History

3. Experience of senior level staff

4. Industry specific scenario analysis

5. Risk source analysis

6. Industry “CHECK LISTS”
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Macro Level Assessment: Step by Step

IDENTIFYING RISKS/THREATS TO ACHIEVEMENT

Some statistically predictable risk examples. Ask 
Chat GPT for statistically significant risks.

1. CEO and CFO have significant financial incentives to falsify and/or inappropriately 

manage financial results. 

2. Senior management has major financial incentives to direct backdating of stock options.

3. Senior management directs improper/fraudulent post-close journal entries to manage 

profits and/or hit earning targets disclosed to the market.

4. Management overrides controls to hit bonus targets or prevent loss of positions. 

5. Audit Committees have financial incentives not to ask management tough questions. 
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Macro Level Assessment: Step by Step

IDENTIFYING RISKS/THREATS TO ACHIEVEMENT
Some statistically predictable risk examples continued

6. Accounting staff are not current on accounting standards. 

7. Management lacks the appropriate knowledge and skills to deal with 

accounting for complex or significant judgement related transactions. 

8. In-house accounting personnel lack the necessary training and 

experience to deal with the scope of the organization’s operations. 

9. The external audit team’s objectivity is compromised by conflicts of 

interest. 

10. External audit team lacks appropriate knowledge/skills, and/or the 

courage to challenge management’s assumptions. 
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Macro Level Assessment: Step by Step

IDENTIFYING RISKS TREATMENTS
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Macro Level Assessment: Step by Step

IDENTIFYING RISKS TREATMENTS
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Macro Level Assessment: Step by Step

IDENTIFYING RESIDUAL RISK STATUS/UNCERTAINTY
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Real Life Risk Examples

• Threat to Achievement/Risk 
Description: Events, activities, 
current/known developments and 
contracts outside of the accounting 
department are not known and may 
affect financial statements.
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Real Life Risk Examples

• Threat to Achievement/Risk 
Description: Time constraints during 
close related to journal entry 
preparation and check, as well as 
reporting/analysis may cause human 
errors to go undetected.
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Real Life Risk Examples

• Threat to Achievement/Risk 
Description: Manual inputs from 
accounting personnel in the system 
are incorrect because of time 
constraints, volume/complexity of 
formulas, knowledge deficiencies 
(e.g. chemical usage, unbilled 
revenue). 
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Completing Sub-Objectives
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Completing Sub-Objectives

Deciding which disclosure line items warrant detailed risk 
assessment
• 1. Detected error history – external auditor
• 2. Detected error history – management detected after release of statements
• 3. Detected error history – management detected prior to release of statements
• 4. Complexity of accounting
• 5. Absolute dollar/unit of local currency value/impact of location/account
• 6. Detected error history – regulators/tax authorities/customers/others
• 7. Detected error history – internal audit
• 8. Detected/known errors in other companies in the same business sector
• 9. Amount of management judgment/subjectivity
• 10. Importance of account/location to security analysts
• 11. Importance of account/note disclosure to debt covenants
• 12. Susceptibility of account to fraud from insiders
• 13.Susceptibility of account to fraud from outsiders
• 14. Account/note linkage to the company’s reward/compensation system
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Reporting to CEO/Board

Concise reporting on which financial statement line items 

have the highest residual risk status/high uncertainty
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Benefits of Objective Centric Assurance for 

SOX and SOX like requirements

BENEFITS

1. Complies with COSO requirement to determine whether 

there is “an effective system provides reasonable 

assurance regarding achievement of an entity’s 

objectives.”

2. Management alerts external auditors to areas with highest 

residual risk/uncertainty so they can better focus their 

audit work.

3. This process puts high focus on identification/assessment 

of risks to help determine resources that should be 

dedicated to risk treatment design. Current methods often 

put most time on control testing with limited effort to 

identify/size risks.
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Benefits of Objective Centric Assurance for 

SOX and SOX like requirements

BENEFITS

4. Lays a foundation to fully integrate work done to ensure 

financial statements are reliable with ERM work on the full 

range of value creation and preservation objectives.

5. Uses a wide range of methods to identify risks, current 

risk treatments and risk treatments that could be used but 

aren’t currently by many companies.

6. Residual risk status/uncertainty information helps 

management and the board assess if current 

assurance/uncertainty is “reasonable”/sufficient.

7. The Six Level Quality Assurance framework is able to 

provide high assurance risk/certainty status information is 

reliable.  See next page. 
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Benefits of Objective Centric Assurance for 

SOX and SOX like requirements

BENEFITS
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OCRCM Overview

QUESTIONS???

Thank you

timleech@riskoversightsolutions.com
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